AWS Data Engineer

1. A company uses Amazon S3 to store semi-structured data in a transactional data lake. Some of the data files

are small, but other data files are tens of terabytes. A data engineer must perform a change data capture (CDC)
operation to identify changed data from the data source. The data source sends a full snapshot as a JSON file every
day and ingests the changed data into the data lake. Which solution will capture the changed data MOST cost-
effectively?

A. Create an AWS Lambda function to identify the changes between the previous data and the current data.
Configure the Lambda function to ingest the changes into the data lake.

B. Ingest the data into Amazon RDS for MySQL. Use AWS Database Migration Service (AWS DMS) to write the
changed data to the data lake.

C. Use an open source data lake format to merge the data source with the S3 data lake to insert the new data and
update the existing data.

D. Ingest the data into an Amazon Aurora MySQL DB instance that runs Aurora Serverless. Use AWS Database
Migration Service (AWS DMS) to write the changed data to the data lake.

2. A company uses Amazon Athena to run SQL queries for extract, transform, and load (ETL) tasks by using Create

Table As Select (CTAS). The company must use Apache Spark instead of SQL to generate analytics. Which solution
will give the company the ability to use Spark to access Athena?

A. Athena query settings
B. Athena workgroup
C. Athena data source

D. Athena query editor

3. A company stores details about transactions in an Amazon S3 bucket. The company wants to log all writes to the
S3 bucket into another S3 bucket that is in the same AWS Region. Which solution will meet this requirement with
the LEAST operational effort?

A. Configure an S3 Event Notifications rule for all activities on the transactions S3 bucket to invoke an AWS Lambda
function. Program the Lambda function to write the event to Amazon Kinesis Data Firehose. Configure Kinesis Data
Firehose to write the event to the logs S3 bucket.

B. Create a trail of management events in AWS CloudTrail. Configure the trail to receive data from the
transactions S3 bucket. Specify an empty prefix and write-only events. Specify the logs S3 bucket as the destination
bucket.

C. Configure an S3 Event Notifications rule for all activities on the transactions S3 bucket to invoke an AWS Lambda
function. Program the Lambda function to write the events to the logs S3 bucket.

D. Create a trail of data events in AWS CloudTrail. Configure the trail to receive data from the transactions S3
bucket. Specify an empty prefix and write-only events. Specify the logs S3 bucket as the destination bucket.



4. A manufacturing company wants to collect data from sensors. A data engineer needs to implement a solution
that ingests sensor data in near real time. The solution must store the data to a persistent data store. The solution
must store the data in nested JSON format. The company must have the ability to query from the data store with a
latency of less than 10 milliseconds. Which solution will meet these requirements with the LEAST operational
overhead?

A. Use a self-hosted Apache Kafka cluster to capture the sensor data. Store the data in Amazon S3 for querying.
B. Use AWS Lambda to process the sensor data. Store the data in Amazon S3 for querying.

C. Use Amazon Kinesis Data Streams to capture the sensor data. Store the data in Amazon DynamoDB for
querying.

D. Use Amazon Simple Queue Service (Amazon SQS) to buffer incoming sensor data. Use AWS Glue to store the
data in Amazon RDS for querying.

5. During a security review, a company identified a vulnerability in an AWS Glue job. The company discovered that
credentials to access an Amazon Redshift cluster were hard coded in the job script. A data engineer must
remediate the security vulnerability in the AWS Glue job. The solution must securely store the credentials. Which
combination of steps should the data engineer take to meet these requirements? (Choose two.)

A. Store the credentials in the AWS Glue job parameters.

B. Store the credentials in a configuration file that is in an Amazon S3 bucket.

C. Access the credentials from a configuration file that is in an Amazon S3 bucket by using the AWS Glue job.
D. Store the credentials in AWS Secrets Manager.

E. Grant the AWS Glue job IAM role access to the stored credentials.



