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1. A company uses NFS to store large video files in on-premises network attached storage. Each video file 

ranges in size from 1 MB to 500 GB. The total storage is 70 TB and is no longer growing. The company decides to 
migrate the video files to Amazon S3. The company must migrate the video files as soon as possible while using 
the least possible network bandwidth. 
Which solution will meet these requirements? 

 A. Create an S3 bucket. Create an IAM role that has permissions to write to the S3 bucket. Use the AWS CLI to 
copy all files locally to the S3 bucket. 

 B. Create an AWS Snowball Edge job. Receive a Snowball Edge device on premises. Use the Snowball Edge client 
to transfer data to the device. Return the device so that AWS can import the data into Amazon S3. Most Voted 

 C. Deploy an S3 File Gateway on premises. Create a public service endpoint to connect to the S3 File Gateway. 
Create an S3 bucket. Create a new NFS file share on the S3 File Gateway. Point the new file share to the S3 bucket. 
Transfer the data from the existing NFS file share to the S3 File Gateway. 

 D. Set up an AWS Direct Connect connection between the on-premises network and AWS. Deploy an S3 File 
Gateway on premises. Create a public virtual interface (VIF) to connect to the S3 File Gateway. Create an S3 
bucket. Create a new NFS file share on the S3 File Gateway. Point the new file share to the S3 bucket. Transfer 
the data from the existing NFS file share to the S3 File Gateway. 

 

2.  A company is migrating a distributed application to AWS. The application serves variable workloads. The legacy 

platform consists of a primary server that coordinates jobs across multiple compute nodes. The company wants 
to modernize the application with a solution that maximizes resiliency and scalability. 
How should a solutions architect design the architecture to meet these requirements? 

 A. Configure an Amazon Simple Queue Service (Amazon SQS) queue as a destination for the jobs. Implement the 
compute nodes with Amazon EC2 instances that are managed in an Auto Scaling group. Configure EC2 Auto 
Scaling to use scheduled scaling. 

 B. Configure an Amazon Simple Queue Service (Amazon SQS) queue as a destination for the jobs. Implement the 
compute nodes with Amazon EC2 instances that are managed in an Auto Scaling group. Configure EC2 Auto 
Scaling based on the size of the queue. Most Voted 

 C. Implement the primary server and the compute nodes with Amazon EC2 instances that are managed in an Auto 
Scaling group. Configure AWS CloudTrail as a destination for the jobs. Configure EC2 Auto Scaling based on the 
load on the primary server. 

 D. Implement the primary server and the compute nodes with Amazon EC2 instances that are managed in an 
Auto Scaling group. Configure Amazon EventBridge (Amazon CloudWatch Events) as a destination for the jobs. 
Configure EC2 Auto Scaling based on the load on the compute nodes. 

 

 

 

 

 

 



3. A company performs monthly maintenance on its AWS infrastructure. During these maintenance activities, the 

company needs to rotate the credentials for its Amazon RDS for MySQL databases across multiple AWS Regions. 
Which solution will meet these requirements with the LEAST operational overhead? 

 A. Store the credentials as secrets in AWS Secrets Manager. Use multi-Region secret replication for the required 
Regions. Configure Secrets Manager to rotate the secrets on a schedule. Most Voted 

 B. Store the credentials as secrets in AWS Systems Manager by creating a secure string parameter. Use multi-Region secret 
replication for the required Regions. Configure Systems Manager to rotate the secrets on a schedule. 

 C. Store the credentials in an Amazon S3 bucket that has server-side encryption (SSE) enabled. Use Amazon 
EventBridge (Amazon CloudWatch Events) to invoke an AWS Lambda function to rotate the credentials. 

 D. Encrypt the credentials as secrets by using AWS Key Management Service (AWS KMS) multi-Region customer 
managed keys. Store the secrets in an Amazon DynamoDB global table. Use an AWS Lambda function to retrieve 
the secrets from DynamoDB. Use the RDS API to rotate the secrets. 

4. A company is implementing a new business application. The application runs on two Amazon EC2 instances 

and uses an Amazon S3 bucket for document storage. A solutions architect needs to ensure that the EC2 
instances can access the S3 bucket. 
What should the solutions architect do to meet this requirement? 

 A. Create an IAM role that grants access to the S3 bucket. Attach the role to the EC2 instances. Most ed 

 B. Create an IAM policy that grants access to the S3 bucket. Attach the policy to the EC2 instances. 

 C. Create an IAM group that grants access to the S3 bucket. Attach the group to the EC2 instances. 

 D. Create an IAM user that grants access to the S3 bucket. Attach the user account to the EC2 instances. 

5. A solutions architect is using Amazon S3 to design the storage architecture of a new digital media application. 
The media files must be resilient to the loss of an Availability Zone. Some files are accessed frequently while 
other files are rarely accessed in an unpredictable pattern. The solutions architect must minimize the costs of 
storing and retrieving the media files. 
Which storage option meets these requirements? 

 A. S3 Standard 

 B. S3 Intelligent-Tiering  

 C. S3 Standard-Infrequent Access (S3 Standard-IA) 

 D. S3 One Zone-Infrequent Access (S3 One Zone-IA) 

 

 

 

 

 


